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Abstract 
Cnrierst,aniling program dcpcn~lcncirs in a comprit,cr 
program is csseiit,ial for many soft,ware eiigiiiccriiig tasks 
such as program iinrlrrst.antling. trst,iiig: debiigging. rc- 
vrrse rnginrering-. ancl maint,cnance. In t.his paper. we 
present, an approach t,o rlcprndeiicc analysis of Java 
byt~ccorlc. and disniss sonic applicat,ioiis of our t,rcli- 
iiique. which iiicliiclr Java byt.ecorle slicing. iindrrst,and- 
ing. and t,cst,ing. 

1 Introduction 

.Java is a new ohject,-orient.ed programming language 
and has achieved widrsprrad acrrpt,ancc because it. c~ i i -  
phasizrs port.abilit,y [l]. In Java. programs arc being 
compiled in t.o a port,ahlc binary format. call hytecode. 
Evrry class is rcprcseiitcd by a single class ,file cont,aiii- 
iiig class rclat,cd r1at.a and byt~ccodc inst,riict,ioiis (Figure 
1 shows a simple Java class T e s t  aiid its corresponding 
hyt,rrorlc iiist,rrictions). These filrs arc loaded dynami- 
cally in6o an int,erprct,er. i.e.. t,hc .Java \‘irt,iial l lachine 
( J V l I )  [la] and esrcut,cd. Rccciit,ly: iiinrr and iiiorr .Java 
applirat,ions arc roiit,iiiely t,ransiiiit trd over t,hr iiit,crnct, 
aci coniprcsscd class file archives (i.e.: zip filcs and jar 
files). A t.ypical csamplc of t.his sit.iiat,ion is t o  donnloacl 
a iveh page t,liat, corit,aiiis oiic or more java applct,s. How- 
r w r .  t,his sit,iiat,ioii leads t.o problriiis as follows. First,. 
inst,cad of class filcs. t,he so~ircc code of an applicat,ion is 
iisiially iinavailable for the i m r .  If there arc sonic hugs 
in t,hc classfiles. you nerd t,o rrport, t,hc bugs t,o t,he all- 
plication ilevclopcrs and. possibly have t,o pay for a ncxv 
vrrsion of t,hr bug-frcc soft,\varc. Howcvrr. if t,he rlcvcl- 
opers are not. availablr to  support the applicat,ioii (i.e.. 
t,hcy do not want, t,o support, t,he softwire anymore. or 
t,hcy arc out, of business). tlir usrr is t,hc only one t,liat, 
can make changes t,o fix t,hc hugs. Second. t,he hytccorlr 
inst,riict,ions cont,ained in a rlassfilc can also have h g s  
siiicc t,he iiict,liorls used for Java soft,ivarc t,est,ing do not, 
ncccssarily rcniovc all possible biigs froiii it,s soiirce pro- 
gram. For thcsc cases. if we have soiiir t,ools t,hat. sup- 
port, I>?-t,ecode iinrlcrstanding. testing. ani1 dchi~gging. 
IW can hcnefit. from thcm grcat,ly. -4s a result,. the de- 
vclopiiiciit, of t~cchniqucs aiid tools t.o slipport. siich kinds 
of t,asks for .Java hyt~rcodc is iiiiport.ant,. 

One way is t.o use program depriidence analysis kch-  
niqiic. Program dependrncies are dependence relatinn- 
ships holding bc t ,wcn program eleiiient,s in a program 
t.liat. are implicit,ly dctcrniiiied by t.he coiit,rol flows and 
d a h  flows in t,hr program. 1nt.11it.ively. if t,hc coin- 
piitation of a st,at,emcnt. directly or iiidirect,l-y affects 
t,hc conilmt,at,ion of anot.hrr st,at,ement in a program. 
t,lierc might esist. so~iic pqp” dependence hct,n-een 
t,hc st,at,ciiient,s. Dependence analysis is t.hc process 
t,o dct,eriiiiiie t,he program’s dep”1rncies by analyzing 
coiit,rol flows and d a h  floivs in t.he program. 

Uany compiler opt,iIiiizat,ioiis and program analysis and 
t,rst,iiig t,cchniqiics rely on prograiii rleprndcncr infor- 
iiiat,ion. which is t.opically rcprcsent,ed by a depen,den,ce- 
hased represen,tation, (DBR). for esaiiiplr. a progro,m. de- 
penden.ce g r q h  ( P D G )  [ G .  121. The  PDG. alt,hough orig- 
inally proposed for conipilrr iopt.i~nizations, has h e n  
iised for performing program slicing and for various 
soft,ware rnginccring tasks sl~ch as program r1ebtiggi;ing. 
trst,itig. niaiiit~cnancc: and co~mplrsity iiieasiireiiirnts 
[?. 3. 10. 16. E]. For esamplc. program slicing, a rlc- 
roiiiposit,ioii t ,rchniqw t.Iiat. cst,ract,s prograiii elcment,s 
r r l a t d  t,o a part,icular coiiipulat,ion. is great,ly brnrfit, 
from a P D G  oil which t,he slicing problem can be rc- 
duccd t,o a vertrs  rcachahilitv problem [ 161 t,hat, is iiiiich 
simplrr t,han it,s original algorithm [18]. 

Dcpcndciicr analysis was originally focused on procc- 
dural programs. Reccnt,ly. as ohjcct,-orient,ed soft.ware 
bcconir popiilar. rcsrarchcrs ‘have applied dependence 
analysis to ob,jcct.-oricnt~ed pri>graiiis t,o rrpresent, vari- 
ous oh,jcct~-orirntmI features sirch as classes and objects. 
class inhcrihncr .  polymorphism and dynamic binding 
[4. 11. 13, 151. and concurrency (19. 201. (for c-lct,ailed 
disciissions. sce rrlat.ed work wct,ion). 

Hon-ever. prcvioiis work on rlcpciidcnce analysis has 
riiaiiily fociiscil on programs n-rit,t.cn in high-level pro- 
gramming languages. rat,her t,haii programs in low-levrl 
programming laiigiiagcs such as . J I X  .4lt,hoiigh t,hrre 
arc several drlmideiirc analysis trchnicjiies for binary 
rsrciit,ahlcs on difkrrnt. opcra.t.ing syst,eiiis and machinc 
archit,cct,iircs [ 5 .  91. t,hc rsist.ing dcpcndcncr analysis 
techniques can not, be applied t.o .Java 11,vt~ccodc straight.- 
forirarclly due t,a t,hc specific fcat,rircs of . J \ X  In order 
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ta perforni rlrpendciicc analysis on .Java byt,rcode. wr 
niiist, rxt,enrl csist.ing drpcndencr analysis t,rchniqrics for 
adapting Java byt,ecode. 

In t,his paper vie prnpnsr  a dependence analysis t,ech- 
nique for Java byt,rcode. To t,liis rnd. we first, iden- 
t,ify anrl definr some t,yprs of primary dcpcndcncirs in 
a Java byt.ecode program at, t.hc int,raprocediiral level. 
and t,lien we discuss sonic applicat,ions of our t,echnicjuc 
such as Java byt,ecodc slicing. iinrlcrst,anding. anrl test,- 
ing. In addit.ion t,o t,licsc applicat,ions. we believe t,hat, 
the drpcndcnce analysis t,echiiiqiic prrscnt.cd in t,liis pa- 
prr can also be used as an iinrlcrlying base t,o develop 
other soft.warc engineering tools for .Java hyt.rcode to  aid 
tlebugging, rccnginrcring. and reverse engineering. 

The rrst of the paprr is organized as follows. Scct,ion 
3 coiisiclcrs t,lie int,raprocrdiiral dependrncr analysis of 
Java byt.crode. Scct,ion 3 disciissrs sonic applicat,ions of 
t,lie rlcpenilencc analysis t,cchniqiic. Section 4 rlisciissrs 
sniiir rrlat,rd work. Concliiding rcniarks arr givrn in 
Scct,ion 5 .  

2 Dependence Analysis 

To perform iiit,raprorediiral dcpcndcncr analysis on 
Iiyt,rrodc nict~liorls~ it is iirccssary t,o idcnt,ify all primary 
dcpcndcncirs in a byt.rcode mcthod. In this section. wc 
prcscnt t,no typcs of primary dcpcndtncies in a byt~ccodc 
mct. h od . 

2.1 Background 

11. givr sonic dcfinit,ioiis that. arc nccrssary for for- 
mally tlcfiiiiiig rlcprndcncirs in  a I)yt,ecodc riictlioil from 
a graphical viewpoint,. 

-A tliqrrrph is an orrlcrcd pair (1'. -1). whcrc IT  is a finit,c 
set, of clcnicnt~s callrd oertices. and -1 is a fi1iit.e sct. of 
elciiiriit,s of t.hc Cart.csian prodiict I' x I-. callcd nrcs. 
i.e.. -1 I '  x I' is a binary rclation on IT. For any arc 
( 1 3 , .  1 '2)  E A. v 1  is callcd t,hc in,itid iiertez of t.lie arc and 
said t.o be cdjncc:n.t t o  1 3 ~ .  and 1'2 is called term.in.nl nerte:x 
of t,lie arc and said t,o he atfjnce.n,t from 1-1 . -A predecessor 
of a vcrt,ex I '  is a vcrt,cx arl.jacrnt. t,o I * .  and a . s ~ ~ ~ c e , s s o ~  of 
I '  is a vcrt.cx adjacent from I , .  The zn.-de!lrcc of vcrt,ex v .  
drnot,rd by in-degree( 1 1 ) .  is thc iiiiiiibrr of prcdcccssors 
of I , .  and t,hr o?i.t-degree of a vcrt,cx r .  dcnot~rd by out,- 
dcgrrc( 1 9 ) .  is t,lir nuniber of successors of 1 1 .  -4 si,m,plc 
d i g m p h  is a digraph( 1'; .-I) such t.liat, no ( 1 ' .  v )  E -1 for 
any I '  E 1'. 

A path in a digraph (1'. -1) is a scqiicncc of arcs 
( n l . f l 2 . .  . . . n k )  such t,hat t,lir t.crniina1 vrrt,rx of n i  is 
t,hc init.ia1 vertrx of n;+ ,  for 1 2 i 5 X - 1. whcrc 
n ;  E =1(1 5 i 5 X). and X(X: 2 1) is callcd t,hc len,gth 
of t.hc path. If the initial vcrt,ex of n I is anrl t.hc t.cr- 
iiiiiial vcrt.cx of u /  is PT. t.licn t.hc pat.11 is called a pat.h 
from t.o I 'T .  

A c m t r o l  ,flow graph, ( C F C )  of a bytecode iiict,hod M is 
a .I-t,uple G,,,, = (V. -1, .s: 7"). where (1.'. -1) is a simplr 
digraph such that, I' is a srt. of vert,iccs represeiit,ing 
byt,ecode inst,rrict,ions in M. and A 1,' x 1,' is a srt, 
of arcs which represent, possible flow of cont.ro1 brt,ween 
vert,ices in -11. s E 1,' is a unique vert,es. called start 
vertez which reprcscnt.s t,he ent.ry point. of AT. such t,hat 
in-dcgrce(s) = 0; and T c I/ is a set, of vrrt,ires: called 
term.inmtion. 7iertices which rrprcscnt. t,he rxit point,s of 
AI, such t,liat, for any t E T out,-dcgrrr(t) = 0 and t # s, 
and for any I *  E I/ ( v  # s and 7 '  does lint, belong t,o T) .  
3t E T such t,hat. t,hcre exist,s at, least one pat,li from .T 

t,o 7 '  and at, least. one pat,li from 1 9  t.o t .  

Tradit,ional control flow analysis rcprcscnt,s cach st,at,r- 
nieiit, of a program as a vcrtrx in it,s CFG. V'hen analyz- 
ing Java byt~ccodc. we represrnt. a bytrcotlc inst,riirt,ion 
as a vert,ex in t,he CFG. In our CFG. rach vcrt.ex rrp- 
resents a bytecode instruct,ion, and rach arc rcprescnt,s 
t,lic possible control of flow hrt.nrcn byt,ecode inst.rur- 
t,ions. llorcovcr. our C F C  cont,ains one iiiiiqiir vertex 
s t.o represent, 6hc eiit,ry point, of t,he mrt,liorl. and a sct 
of t,criiiination vertices T t.o rrprrsrnt, t,hc niiilt.iplc exit, 
point,s of t,lic iiict,hocl rliie t,o t,lic cxist,encc of except,ion 
h an dli 11 g . 

Let, 11 and I '  he two vrrtices in t,lic CFG of a h~-trcodc 
nict.liod. ti forv~ci.rd dom.in.cr,te.s I '  iff evcry path froiii 1 1  

t.o t E T coiit,ains 1 1 .  I /  properhj ,forv~nrtl domin.atcs I' iff 
ti forward c.loniinatts I '  and I I  # v .  ti strongl?l forv~ci,rd 
do.m.inntcs 1' iff / I  forward doiiiinat,rs 1 1  and t,licrc exist.s 
an integer k ( k  2 1) such t,liat, rwry pat,li from 7 '  t,o t E T 
d i o s e  lrngt,li is grcat.tr t,lian or r i p d  to X cont,ains ti. 
(I is called t,hc zmmcciztrte forv~nrd dom.in.ntor of 7 3  iff (1 

is t,he first, vcrtcx t,liat. proprrly forward dominat,cs 1: in 
rvcry pat,li from v t,o f E T .  

-A tle,finition.-~ri~.se p i , p h ,  (DVG) of a byt,ccorle mct.hod 
-1 is a 4-t.iiplc G,r,,!/ = (G,:,!). X. D. V). whrrr G,.,!, = 
(1'. A. s. T )  is a CFG of M. X is a fi1iit.e srt. of syni- 
I d s .  called locnl iici..rici,hles in AT. D : I.' --t P(T)  anrl 
c' : I' --t P ( X )  arr two part.ia1 fiinct,ions from I' t,o the 
p o w r  set, of Y. 

The fiinrt,ioiis D and LT map a wrt.cx in G, j! ,  to t.lic set 
of local variables dcfined and iiscd. rcspcct~ively. in t,hc 
inst,riict,ion rcprrsrnt,cd by t,hr vrrt,rx. A local variable ; I :  

is rlrfiiied in an iiist,rrictioii i if an rxrriit,ioii of s assigns 
a valiir to  :I: .  whilr a variable :I; is iiscrl in an inst,riict,ion 
if an exerut.ion of s rrquircs t,hr value of :I: t.o he cvalii- 
at.crl. In Scrt,ion 3.3. we will show how t,o det,crniinc t,he 
dcfinit,ioii-iise inforniat,ion for byt~ccode inst,ruct,ions. 

Based on tlir CFG and/or DUG of a byt~ecodc mrt,liod. 
wr can dcfinr cont.ro1 depcndencc ancl d a h  dcprnrlcnce 
in t,he met hod. 
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class Test 
znt array [ I  , 
Int Test0 ( 

m t  1 = 0. I - 0. 
try ( 

J avac while (1 < 1001 ( 
1 = 1 + 1 ,  

1 = 1 + arraylil. 

I 
catch(Excepti0n el ( return 0. 
finally ( a = null; ) 
return j i 

) 
1 

0: icansL_O 
1 -  istore-1 
2 iconst_o 
3 Istare_2 
I gat0 [label_201 
......................... 
7 >load-1 
8 .  iconsr-1 
9 iadd 
10. istOre_l 
11. lIoad_2 
12. aioad-0 
13. getfield ITeEt.array1 
......................... 
16 iload-1 
17 iaload 

1 0  iadd 
1 9  istore-2 
20. iload-1 
21: blpush 100 
23: If-icmplL Ilabel_71 
......................... 

2 5 :  goto Ilabel_llI 

Figiirr 1: .A simple hytecode inethorl. 

2.2 Control Dependencies 

Control dcprndrnrics rrprcsrnt, coiit,rol conditions on 
which t,hc rseciit,ion of an instmict,ioii drprnrls on a hyt,r- 
codr mrt~liod. Inforinally. an inst,riict,ion 11 is clircet,ly 
cont,rol-dependent, on a cont,rol t,ransfcr inst,riirt,ion if 
wlict.licr ti is rxrriitrd or not is direct,ly dct~rriiiinrd by 
t,lir rvaliiat,ion rcsiilt, of 1 3 .  

Let, G,:,, = (1'. -4. A. T )  h r  t,hc CFG of a hyt,ccodc 
nict.hod. and 11. / *  E I' h r  t.wl-0 vrrticcs of G<.J!,. )I is 
tlirectl?~ .stron.qhj con,trol-nepen.tlen,t on ( 1  iff t.hcrc cxist,s 
a pat,h P = ( ( 3 ,  = v .  v z ) .  ( v 2 .  ... ( t * , A - - I .  I*, ,  = U )  

from I' to U such t,hat, I' docs not, cont,aiii tlir im- 
iiirrliat,e forward rloiiiinat,or of t i  and t,licre csist.s no 
vrrt.cx c' in I' such t.hat. t,hr pat,h froni 1'' t,o I I  docs 
not, cont,ain t.he immcdiat,r forward c.loniinat.or of 1 , ' .  

II  is directly uieakly con.trol-depen,den,t on 1 1  iff 1 1  has 
6wo siicccssor 1'' and v" siich t.hat. t.licrc esist.s a pat,li 

11 and any vrrt,cx i ' j  (1.i 5 n )  in P st,rongly forward 
rlominat,cs 1'' hiit. docs not, st,rongly forward doniinat,r 
I , ' I .  

Coiit,rol drpcndciicit~s rrprrsrnt, hyt,ccorlc inst,riictions 
relat,rrl t,o coiit,rol condit.ions on which t,lic execiit,ioii of 
an inst,riict,ion depends. Thcrr arr t,lirce t,ypcs of . J I X  
inst,riict,ions t,liat. may caiisr cont,rol dcprndrncies. 

First,, JI?I has roiit,rol t,ransfcr iiist,riict,ioiis t,liat, can 
caiisc conrlit,ioiially or iiiiroiidit.ional1~ the . J I X  to con- 
t,iniir cxueciit,ion wit,li an  iiist,riict,ioii other t,haii t,hc one 
follo\ving t,hr cont,rol t,ransfcr inst,riirtions. Thcrcforr. 
t,hcsc kinds of inst,riict,ions can caiisr cont.ro1 dcpcnden- 
cics. 

P = ( t i 1  = I , .  v 2 ) .  ( i s2 .  ... ( i t , , - ,  . v , ~  = 1 1 )  froiii I' t,o 

0 Uncoiirlit~ional branch inst,riirtions: got 0. got o -w. 

2 9  POP 
30 iconst_o 
31: ist0re-l 
12 j s r  [laIm-511 

35  load-3 
36. lreturn 

..................... 

..................... 
37 j s r  [labe1_511 

40 goto l l . % b e l ~ h O l  

..................... 

..................... 
43 astore mnp-4 
( 5 :  15' Ilabel_5ll 
..................... 
I 8  aload t:mp_Q 
5 0 .  athrov 
..................... 
5 1  asrore Lemp-5 

54. aconni_""ll 
53 aload-0 

55 putfie13 [Test ari 
..................... 

5 8 .  ret tern-5 
..................... 
60 iload-2 
5 1  IretYr" 

jsr. jsr-w. and ret. 

Coiirlitional hranrh in5triietions: if eq. if It. if le. 
ifne. ifgt. ifge. ifnull. :tfnonnull. if-icmpeq. 
if-icmpne. if-icmplt. if-icmpgt. if-icmple. 
if -icmpge. if -acmpeq. if -acmpne. lcmp. f cmpl. 
f cmpg. dcmpl. dcmpg. 

Coiiipoiind conditional hranch instriictionz: 
tableswitch and lookupswitch. 

Scronrl. in .JIII. whrn t,he rsrciiit,ion of a iiicdiod is fin- 
ished. t,hr iiirthod niiist rct,iirii t hr cont,rol to it.s callrr. 
Tlir eallrr is oft.cii rrpccting a valiir froin t.hr callcd 
iiirthod. . J I X  provides six rct.iirn inst,riict.ions for t.his 
piirposc. which includc ireturn. lreturn. f return. 
dreturn. areturn. aiid return. Sincr t.hrsc ret,iirii in- 
st,riict,ioiis can also change t,hc fiox of cont,rol for t,hc 
instriict,ioii cxcciition. t h y  form anot,lirr soiirer of coli- 
t,rol drprndcncies. 

Third. a n d i c r  kind of special hranch is t.hc jsr. for 
jiiiiip siihroiitine. It. is likc a goto that. rriiiciiibrrs whrre 
it. canir from. U-hen j sr is rxrciiit,ccl. it, hranclics t,o t,hr 
lncat,ioii specified by blip lahcl. and it. leaves a special 
kind of valiie on t,hr st.ack callrd a returnAddress t.o 
rrprcscnt. t,hr rrt,iirii address. This may raiisc sonic con- 
t,rol dcpcndcnrc. 

Foiirt,li. cxccpt,ions arc sort. of siiprr-goto which can 
transfer control not, only wit,liin a nict,hod. hiit. cvrn 
trriiiiiiat,c t,lic ciirrriit iiicthorl t,o find it,s drst,ination 
fiirt,licr i i p  t,hc .Java st,ark. Ins t,riict.ions t,hat, ilia>- rs- 
plicit,ly or implicitly t.lirow an c:cccption can also ra i i s r  
control dcpcndtiicics brcaiise it. i-an cxplicit,ly or implic- 
it,ly cliangr t,he ront,rol flow froni onc inst,riiction to an- 
ot,licr. Thcsc kind of iiist~riict~ioins h i l i  aiiot,licr soiircc 
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of control drprndrncirs. 

0 Inst,ruct,ion that, niay cxplicit,ly t,hrow an exccphn :  
athrow. 

0 Inst,riict,ions t,hat. may iniplicit,ly t,hrow an excep- 
t,ion: aa load ,  aa s to re :  anewarray, a r r ay leng th .  
baload: bas tore .  ca load ,  c a s t o r e ,  checkcast .  
da load ,  das to re ,  f a load ,  f a s t o r e .  g e t f  i e l d ,  
g e t s t a t i c .  i a load .  i a s t o r e .  i d i v .  i n s t anceof .  
i nvoke in te r f  ace. invokespec ia l .  
i n v o k e s t a t i c ,  i nvokev i r tua l ,  irem. l a load ,  
l a s t o r e .  ldc:  ldc-w. ldc2-w. l d i v .  lrem. 
moni toren ter .  moni torex i t :  multianewarray. 
new, newarray: pu t f  i e l d .  p u t s t a t i c ,  sa load .  and 
sa s to re .  

2.3 Data Dependencies 

D a h  dependcncies represent. the c1at.a flow bc t ,wrn  in- 
st,riict,ions in a byt,ecodr niet,hod. Informally an inst,riic- 
t.ion U is dircct,ly dat,a-dcpcndrnt, on anot,hrr inst,riict,ion 
1 9  if t.hc value of a variable conipiit,erl at, 1 9  has a direct, 
influence on the valiie of a variable coiiipiit,ed at. 11. 

L,et. G,,J, = (If. -4. s: T )  be t,hc CFG of a hyt~ecorlr 
mct,hod, and (1 .  I '  E I' be hvo vcrt,icrs of G , : J ~ .  ti 
is directly data-depen.den.2 on r: iff t.licre exists a pat,li 
I' = ( 1 9 ,  = v .  v 2 ) .  ( v2.  I , : $ ) ;  . . . . ( t e , L -  ,. = u )  from t '  t,o 
II  siich t.hat. ( D ( I , )  n 7 2 ( 1 # )  - D ( P )  # whrrr D ( I " )  = 

ll,'(? can conipubr d a h  depcndrncics by drt,crniining t,hr 
rlrfiiiit,ion and iise informat,ion. i.e.. t.hr srt, D and C of 
each ins t r i ichn  first,. and coiiipiit,e d a h  dcpendcncics 
basrrl on such kind of informat,ion. 

In order t.o drfine t.hr d a h  dcprnrlencics in a byt.crodr 
nirt,hod. we usc an annot,at,rd CFG. namrly. t,hr DUS. 
whose v d i c r s  are as t,he saiiir as it,s CFG. and anno- 
t,at,ed in t,wn fiinct.ions according 6n t,hc dcfinit.ion 2.5. 
First,, t,hrre is a fiinet,ion D ( Y )  for t.he set. of all local 
variables defined at. vcrt,ex 7 ' .  Second. t,herr is a fnnc- 
t.ion U( I , )  for t.hc set, of all local variables iiscd at vrrt.ex 
1' .  To const,riict. t,he DUG of a byt.ccorlr niehhod. we 
should define t,hcsr hvo functions explicit,ly. Int,iiit,ively. 
a iisr of a local variablr corresponds t,o rrading t,lir value 
of t,hat, variable. whereas a definit,ion of a local variablc 
corresponds t,o writ,ing a value into it,. 

According t,o JYM? nncr a mct,hod is invoked. a fixrrl- 
sized frame is allocat.crl. which consist,s of a fixed-sizrd 
operand shck and a srt, of local variables. Effect,ively 
t.his lat,t,cr set, consist.s of an array of ivnrds in which 
local variables arc addrcssed as word off'set,s from t,hr 
array basr. 

First,. we can dctcrniine t,hr drfinit,ion inforniat,ion. i.e.. 
the set, D,  of each inst,riict,ion in a byt,rcorle mrt,liod as 
follow: 

D ( f ' 2 ) U . . . U D ( I I I L - [ ) .  

A byt,ecode inst,ruct,ion t,hat. assigns a valiie t,o a lo- 
cal variable in t,his franic foriiis a dcfinit,ioii of t,hat, 
variablc. Thercforc, t,lie inst,riict,ions i s t o r e - < n > ,  
i s t o r e .  i i n c .  f s tore-<n>.  f s t o r e .  as tore-<n>.  
and a s t o r e  form drfinit.ions of t,lir local vari- 
able t,liat is defined eit,hcr iniplicit,ly in t,he np- 
code or explicitly in t,hc iirxt, operand byt,c (or 
t,wn byt.rs if conibincd wit,h a wide inst,ruct,ion). 
Siniilarly. becaiisr t,hc inst,riict,ions dstore-<n>. 
d s t o r e ,  l s to re -<n> .  and l s t o r e  rff'rctircly oper- 
at.r on t , im local variablrs (viz. a d a h  it.eiii of t , y p  
long  or double at. n effcct,ively occupies local vari- 
ables n and n+ l ) .  ~ v r  let each such inst,riict,ion form 
t,wn definit,ions of local ivariables. 
For cxamplc. inst,riict,ion i i n c  5 1 foriiis a dcfini- 
t,ion of local variable 5 .  Ivliilr ds tore-0  fnriiis dcfi- 
nitioii of bot,h local variablrs 0 and 1. 

The paraniet,rr passing mechanism of byt.ccodr 
eaiiscs anot,her source of drfinit,ioiis of local vari- 
ables: if words of paranict.crs are passed t,o 
a part,iciilar iiict,horl. t.hrn invoking that. iiirthotl 
foriiis initial rlcfinit~ions of t.he first, 11: local variablrs. 
Thr t,ypes of t,licsr parainet,crs can br rasily rlct.cr- 
niinrd from t,he bytccodr cont,rxt.. For an inst,ancc 
mrt,horl. thr first, paraiiict,rr is a rcfrrenrc t h i s  t,o 
an inst,ancc of t,hr class in which t,hr nict.lior1 is dc- 
fincd. T y p s  of all ot.lirr argimicnt,s arc dcfiiicd by 
t.hr corrrsponding nict,liorl drscript,or. 

Srcond. wr can rlrt,cmiiinc t,hc iisr informat,ion. i .c..  t,hc 
sct V. of each inst,riiction in a byt~ccodc nict,liorl as fol- 
low: 

0 A byt~reodc inst,riiction t,hat. reads t,hc valiic of a 
local variable forms a iisr of t,liat, variable. Thrre- 
forr. thr inst,riiet,ions i load-<n>. i l oad .  i i n c .  
f load-<n>. f load. aload-<n>. and a load  foriiis 
IHCS of a single local variable drfiiird cit,licr iniplic- 
itly in thc opcodr or rsplicit,ly in t,hc iirxt, oprranrl 
byt,r (or two bytm if combined wit.h a wide inst,ruc- 
t,ion). Similarly. inst,riict,ions dload-<n>. dload. 
l load-<n>. and l l o a d  rffrctively form iiscs of t,wo 
local variahlcs. At, implcniriitat,ion lcvrl. each iisc 
in a particular nirt.hod may bc rrprrscnt,crl by t,n-o 
words: t,he addrrss of t,hr using instriiet,ion and t.hc 
offset, of t.hr iiserl local variablr. 

Once t,he sct.s D and C for each inst,riiet,ion of a byt,r- 
eodc iiirt,hod havr been drtrrmincd. t,hc DUG of t,he 
Iiirt.lioc1 can be ronst,riict.rd. Based on t,hr DUG. it. is 
st.raight,forward t.o conipii t,r d a h  drpcndrncics bctwcn  
iiist,riict,ioiis in a nict.hod. 

3 Applications 

Thc int,raprocrrliiral dcpcndcncr analysis t,cchniqiir prc- 
srntcrl in t,his paprr arc iiscfiil for niany softrvarr cn- 
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gineering tasks relat,ed t,o Java byt.ecode  development^. 
Here we briefly rlescribc t.hrec t,asks: byt,ecorlr slicing, 
iindcrst~anrling~ and t,cst,ing. 

3.1 Bytecode Slicing 

One of our purpose for analyzing dependencies in a byt,e- 
code program is t,o conipiit,c st.at,ic slices of t.he program. 
In t,his sedion. we informally define some iiot,ioiis about, 
st,at,ically slicing of a byt.ccode program. and show how 
t,o conipi1t.e st,at,ic slices of a byt,ecodc program based on 
dcpcndencc analysis. 

-A s t c h c  hackuiard slicing criterion, for a 1iyt.ccorle pro- 
gram is a t,iiple (s. t : ) .  where s is an iiist,riict,ion in t,hc 
prograni and is a local variable iiscd at, s. A stat ic  
hack,clJnrd s l i ce  Ss(s. t ' )  of a byt,ccorle program on a givcn 
st.at,ic slicing crit,crion (s. v )  consists of all iiist,riict,ions 
in the prograin t,hat. possibly affect t,hr value of t,he local 
variable I '  at. s. 

Similarly, we can informally define sonir not,ions of for- 
ward st.at,ic slicing of a hytrcode program. 

A static foruinrd .slzcin.,9 criterion. for a byterode program 
is a t,iiple ( s .  t * ) :  ivlicrc s is an inst.riict,ion in the program 
and 1'  is a local variahlc defined at. s. A s tn t i c  ,forumrd 
slice SS(s. v )  of a bytrcodr prograiii on a givcn st,at,ic 
slicing crit,crion ( s .  t ' )  consist,s of all inst,ruct,ions in t,hc 
program t.liat, possibly he aff'ect~rd by t,hc value of t,hc 
variablr 1'  at, s. 

In adtlit,ioii t.o slicing a coniplet,c byt~rroclc program. we 
ran also p>rform slicing on a single hyt,ccoclt nirt.lior1 
indcpcndent~ly Rased on rlcpendence analysis of t,he 
mct.hod. This inay be helpful for locally analyzing a 
siiiglr nict.liod. 

3.2 Bytecode Understanding 

Sonict,inies it, is necessary t,o understanding a byt.ccodc 
program. For csaniplc. in t.he case t.hat. we can only 
get. the class files of a Java applicat,ion. hiit, can not, grt 
t,hr soiircc code of t.hc applicat,ion. U'hen vie at.t,cnipt. 
t.o iinrlcrst,and the behavior of a byt,rrorlc program. we 
oft,cn want. t,o know which local mriables in d i i c h  byk-  
code inst,riict,ioiis might, affect. a local variable of interest,. 
and which local variables in which hyt,crorle instriict,ions 
niight be affect.erl by t,hc escciit,ioii of a variable of int,er- 
est in t,hc program. -4s disciissed above. t.hr backward 
and forward slicing of a byt.ccodc prograni can sat.isfy 
t,he rerliiircmcnt,s. On the ot,hcr hand. one of the prob- 
lcnis in sofhvarc maint~enance is t,hat, of t,he ripple effect,. 
i.e.. whct,licr a code change in a program will affect. t,he 
hchai4or of ot,licr codes of t,he program. V l i r n  w' have 
t.o nioclify a hytrcorlc program. it. is necessary t.o know 
xvliich local variables in which instriict,ions will be af- 
fwted by a niodificd variahlc. and which local variahlcs 
in which instrnct,ions will aff'cct, a modificrl variablc. The 
nccds can bc sat,isficd by backward and forward slicing 

t.he byt,ccorle program being mo~dified. 

3.3 Bytecode Testing 

A byt,erode program can have h g s  since t.he met,hods 
used for Java soft,warc t,est,iiig do not, necessarily remove 
all possible brigs from it,s soiirce program. So it, is neces- 
sary t.o propose some t,cst,ing niet,hods for .Java soft,ivare 
at, t,he byt,ecode level. Since oiir depcndmce analysis 
technique analyzes bot,h cont.ro1 and c1at.a dependencies 
which represent, eit,hcr coiit,rol nr c1at.a flow p r o p d i e s  
in a by.tccorle program. i t  is a rciasonable st,cp t.o define 
sonic depend~ncc-coverage crikria: i.e.: t,est, d a h  selec- 
t,ioii rilles based on covering dependencies. for t,rst,ing 
Java soft.warc at. t,he byt,ecode Icvel. 

4 Related Work 
Alt.lioiigh rlepciidence analysis has been applied t,o var- 
ioiis prograninling languages, it, is t,he first. t,inie. t,o our 
knowledge. to apply dependence analysis t,o Java byt,e- 
code. 

Dependcncc analysis of objcct,-oriented programs has 
been stiirlicd by Larsen and Harrold [13]. Malloy et  
(IJ.  [15]. and Chen et al. [4] who considered scqiient,ial 
ob,jert,-orient,erl programs. anrl by Zhao et al. (19. 201 
who considcred concurrent. objcct.-nrirnt,rd programs. 
Hoiwver. althoiigh t,hesc t.cchn:qiies can analyze vari- 
ous t,ypcs of dependencies of objert,-oricnted programs. 
t,licy st,ill lack t,he abi1it.y t,o analyze Java byt.ecode. 

Dependcncc analvsis of binary eseciit,ahles has been 
st,ridiecl by Cifiient,cs and Frahoiilet, [5] who built, a de- 
pendence graph for 80286 machine inst riict,ions (iiscrl by 
t,he DOS opcrat.ing syst,enis) ant1 perform slicing on t,hc 
graph. anrl Lariis anrl Sclinarr 1:9J who also iisr rleprn- 

t.o perform slicing on EL,F format, binary 
cscciit.ablcs (used by t,he iiiiilt,i:~~lat,fnriii operat.ing sys- 
t.em Solaries). However: due t.o t,hc specific feat,iires of 
J \ X  t,hcsc techniques can lint, be applied t,o Java byt.e- 
code st,raight,for~var~lly. 

Perhaps; t,hc most. similar work wit,h ours is that, pre- 
scnt,crl by Hakl i f f '  et  al. [i]. who int,roduced a depcn- 
rlcnre analysis t,cchniqiie for niiilt,i-t,hreaded progranis 
wit.li .J\X ronciirreiicy priniit,ives. t.o support, nioclcl 
const,riict,ion of miilt,i-threaded Java program. In t.heir 
t,crhniqric. Java programs are first, t.ranslat,ccl t,o an int,cr- 
iiiediat,c langiiage called Jim.ple: and t,heii t,hry pcrforni 
dcpcndence analysis on .Jiniplc code. However. since 
,Jimplc was originally iiit~rodricctl as t,he t.arget language 
for a Java deronipilcr (which means. t,o rleconipile Java 
class filcs (bytccodc) t,o Jiniplc), the file format. in Jini- 
plc is diffcrcnt. from t,hat, in . J I I I .  As a result,. t,heir t,ech- 
niqiic t,o perform dependence an.alysis on .Tiniple code is 
rliffcrcnt, from ours in the sense t.hat. IVC directly perform 
dcpcndcnrt analysis on .JVM h~:t~rcoclc. 
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5 Concluding Remarks 
In t,liis paper we prcsent.cd a drpendrncc analysis t,ech- 
niqiie t,o Java byt,rcodr. \J’r first. idcnt,ificd and drfincd 
various t,yprs of primary drpcndencics in Java byt.ccodr 
at. t,he iiit,raprocediiral lcvcl, and t,hen ~ v e  discussed sonie 
applicat,ioiis of our t.cchniqiir in soft,ware cnginccring 
t,asks relat.cd t,o Java byt,ccode dcvelopmcnt~ including 
.Java byttcode slicing. iindcrst,anrling. and t,est,ing. In 
addition t.o t,licsc applicat,ions. we brlicvc t,liat, t,he dc- 
pelidenre t,cchniqur prcsrntcd in t.his paper can also br 
used as an underlying base t,o develop ot,licr softivarc 
cnginccring t,ools t,o aid delmgging7 rccngineering, and 
r r v r r s ~  ciiginccring for Java bpt,rcodc. 

Son. ivc arc drwloping a dcprndcncr analysis t,ool t.o 
aiit,oniat,ically analyze various types of primary drprn-  
dcncirs in a byt.ecodr program and const,riict t.hr dcpcn- 
dencr graph for t,he program. \\‘e also int,cnd t.o iisc t,hr 
graph as an iiiidcrlyiiig rcprrscntat,ion to rlr~rlop sliccr 
and trst,ing t.001 for Java lyt,ecodr. 
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